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Local Application Tips

X-Cube-SBSFU i 15 (2 =) — 5N HERK

KT ZEHE), KEIR, SBSFU, BHEH:, WHFE
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1. 5|

RPN GZEFHFRMARNKEMEAZEERE —: 22 [ERMEER, fRIE
BRSBTS AR P (M e Bt S A vE M 22 A TR TR [ 14 T+ A1 8 e R
PR % A o e

N T ITE%E AR H AR N TN A& IR AL T v B NS 2 3 B il 22 4 8 Bl A 22 4 SR D e
STM32 $24t T KM S SL T R Ax® STM32 MCU #%1. H 1 X-CUBE-SBSFU &
£1% Cortex V6/VTM %11 STM32 MCU 7= IS5 &, BAHE T #ithht:
https://www.st.com/x-cube-sbsfu.

£ X-CUBE-SBSFU i JH#5c F5 AIEE — i, AT BT 0 S A SR 330 4T T v el
BEFEXS RN EA TP IR 2K R EA TR 24 SBSFU A 7 N FIFE 7 R A 5%
IR

2. N R FE B4 A

2.1. Flash

B — DA %4 5 38 bootloader N AL F2x LN #B Flash 3L E1E Ai%
N HFE 7S B vector table AR dG bk, FrT LLIZAT T2 W HEB Flash 250 . 2475 B H H
R SBSFU % sk, 75 B8N A2 7E Flash FR i) b5 406z,

7t X-CUBE-SBSFU i F 15 28— R th AT 4H T LA X-CUBE-SBSFU AMHESE ()22 4=
JA BT RIAAG RS R B AT R, B RAR . XUBHEARE . N EB+4M B Flash 55
&, RS ARAHFR A A R . AEEX TN R TR, R R EIGEIH T Active
Slot #1453, N HFEFAE Flash H FCE A7 B H Memory Map H 1] Active Slot X k5,
1 7R
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A1. F T8 e Flash Hihki) Active Slot

SecureBoot

SLOT_Active_1_start N - -
15X 3k Active Slot Header

\ 4

N7
(W53l X Active Slot)

v

SLOT_Active_1_end
oAt X 45
Active Slot 1t 7E SBSFU 225 5L8L 1 Linker_Common H 3% 1) mapping_fwimg.x
FHE L. AN Linker file K177 XA FA, —F 5 2R IE mapping_fw.x

K] Active slot & X BLF(ER R4 hard code A< ibik . 5 —FPELER Y Linker file

w51 mapping_fw.x SCf, - H A R SRR E vector table. ROM [X 38 1z 113

hH2E, X R AR, BT S SBSFU 5| FIAHIE ) linker 5& 04, 2475 S

IEZS (AR RE R B i A R B G — B, DA ok e SO —E50 1)

?;E%:

o NHFEFRISEBRE G HIbE IR Active Slot [T HbE, BRI A 24 N FHFE A T P9 3
Flash [{Jis %, Active Slot & [E1}3k (header) 15 BAIEEA L, ALLN R
vector table (52 Rt daithk N % & Active Slot JF il (SLOT Active_1_start) +[#E £
Sk . B SR R NEAR R LR, a0 L4 R0 WEs & 512
FAT, 1M H7 &YW 2 K/NA 1024 775, FrLUXMinfs & 7 2S5 565 N R 51
SBSFU Sz A5 F i) Bk 2 S (il UserApp 7~ TAEH) linker file F1 ) 5E S o U
F2 N FEFI21T T-4MB Flash ff&L, Active Slot Header 1 IH 47 T- I &6 Flash,

i Active Slot II7E4ME Flash, I}, Active Slot 5 Header &4 BS54, M6
Flash | #1872 i hik st /2 Active Slot I R HEbE .

stm32h7530_flashicf

10 include "mapping_sbsfu.icf";
11 include "mapping_ fwimg.icf";

13 f¥-Specials-*/

14 define exported symbol _ ICFEDIT intwvec start_ = _ ICFEDIT SLOT Active_l_start  + 1024;
15 /% Cortex-M7 : must be a multiple of 1024 %/

o UNSRNHFRT R B — &84 Flash 2= [E/E N NVM 726 XA, A IXH 40 B 24 5
A SBSFU J7 &5 LRI X BT, 2 fE Active Slot, Download Slot, Swap
X LA SBSFU [X LAARFI2E[E] . 415 NVM X FE Active slot X AP, TR A IS 4TI —
HAZMT Active Slot X 9] NVM 45, #2 FEUCT RS BB RRIZ AT 1 9 BT RR A B H
P oikiEn 224 5 SR T S B 2RI an SRAE 25 2Ll SBSFU 7=l v i)
mapping & X C4AE ] 7 HTA N Flash 2517], )35 2214 % Active Slot, Download
Slot FHLEEAR /)N, swap X AT REH 7 EERAH B

e 4 vector table #i2iBHhETE linker file & EL, systeminit B VTOR B 2440 B
B ATLMESERULIRE, JEE5 ] “_ vetor_table” K% E VTOR, il

#if defined(___ICCARM_ )

extern uint32_t _ vector_table;

#define INTVECT_START ((uint32_t)& _ vector_table)
#telif defined(__ CC_ARM)
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extern void * _ Vectors;

#define INTVECT_START ((uint32_t) & _ Vectors)
t#telif defined(__GNUC_ )

extern void * g_pfnVectors;

t#tdefine INTVECT_START ((uint32_t)& g_pfnVectors)
#tendif

void SystemInit (void)
{

SCB->VTOR = INTVECT_START;

2.2. SRAM

HEEN T, Z4fsh e Had H SRAM, BEEERIN HIETF 2 5, SRAM 24
FETBE N AR A, DRI R AR o] LU F AT 1) SRAM (] (H R ERES P 511
SBSFU Z# 58, #i4r SRAM R B4 A H S, F 29 A Firewall fif
1 L4/LO %1, LLA SBSFU F1fu4 KMS T, JB3hj5 SecureEngine 1K 1H 7] BE 45 B
R PP 3 S R S5 s Ol X B FH AR P Y linker file 48 € (1) SRAM )75 8] B
1Z M SE_region_RAM_end itk 2 J5 I, Wik 2 Arox:

E2. ¥B4) SRAM {£ B8 %5 SBSFU 1 F &

SE_region_RAM_start
SE_region_RAM_end

{8845 SecureBoot [] SRAM %% ]

SE_region_RAM_end+1
AR Py AT LA ) SRAM 22 1]

&S SRAM i fa Hiuhik
SE_region_RAM_end il ¢ X 7E Linker_Common H 3% ) mapping_sbsfu.x ({4
HE X

/% 5E BAEM] region protected area v/

v

define exported symbol _ ICFEDIT_SE region RAM start = 0x20000000;
define exported symbol _ ICFEDIT SE region RAM stack top = O0x200004007
define exported symbol _ ICFEDIT_SE_region RAM end = 0x20000FFF;

MR linker file Canpd 3) 7 LE L L & mapping_sbsfu.x, 5| X}
“SE_region_RAM_end” K X, k& XN HFET H O SRAM A2 4a bk
&3. Linker file #5| ] mapping &
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stm32h753xx_flashicf x  main.c  startup_stm32h753wcs  system_stm32hTwooc

10 include "mapping sbsfu.icf";

11 include "mapping fwimg.icf™;

12

13 /*-Specials-*/

14 define exported symbol _ ICFEDIT intvec_start = _ ICFEDIT_SLOT_Active_l_start_  + 1024; /% Cortex-M7

15

16 /*-Memory Regions-*/

17 define symbol _ ICFEDIT region ROM start
18 define symkol ICFEDIT region ROM end
15 define symbol ICFEDIT region RRM start
20 define symbol| ICFEDIT region REM end
21 define symbol _ . _reglon ITCHEAM start_ = 0x00000000;

_ ICFEDIT intvec_start_ ; /* The intvec size is 0xd00
ICFEDIT SLOT Zctiwve 1 end

_ ICFEDIT _SE region RRM end |+ 1:
Ux200 H

22 define symbol _ ICFEDIT region ITCMRAM end = 0x0000FFFF;

23

24 /*-Sizes-*/

25 define symbol _ ICFEDIT size_cstack = 0x300;

26 define symbol _ ICFEDIT size_heap = = 0x200;

27

28 define region ROM region = mem: [from _ ICFEDIT region ROM start to _ ICFEDIT region ROM end ];
29 define region = mem: [from _ ICFEDIT region RAM start  to _ ICFEDIT region REM end ];

2.3. NMAEFR binary KERE

N T SEB A R AN I B FRAIE, FRATFE EX R A SRR P AT 2 44 AR Ak
ITOSERAE, 24447 B AL BE A2 M AT ACKS ) B SO, i DAFE SRR AP 1) A P
THERRA K elf STIFAL, T EDR elf #4u raw binary 4% 3.

Fihb, AnIRIEFE T AES INE Y Crypto J7 58, R AFEREA N R M 44 3T il is
HR R B B R SO EAT AES INE A, AES TN TG B ORIER N K — 3 S
IR/ K 16 F AT E, Rk, E linker file & ZMASMYER (W 2475 , LUME
23X/ binary K/ 16 i 5K . UserApp [zl TR o ARG X 0w bl A
) 2 P O BUE AN S MR, T E 22550 Mg et TAEHIE (S0 2.4 75) .

2.4. NHATEBHRE

241. 1AR

7 LR FE 8 Linker_Common XA 242, W 3 Fizs, 1E Linker ZE1if#) Extra
Options T /4)i% “Use command line options” , /& “Command line options:” #EH 1A
A “--config_search” @74, JalFRIZFRA Linker_Common H X% 1%.

E4. IAR T2 N Linker & KA
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Options for node "Project” *

Cateqan,: Factary Settings

General Options

Static Analysis

Runtime Checking
CJC++ Compiler Corfig  Library  Input Optimizations ~ Advanced  Output  List
Assembler #Hdefine Diagnostics ~ Checksum  Encodings ~ Extra Options
Output Converter
Custom Build Uze command line options
Build Actions

. Command line options: (one per line)

Debugger -corfig_search SPROJ_DIRS. .\ Alinker_CommonEWARMY

Simulator
CADI

CMSIS DAP
GDB Server
I-et
J-LinkfJ-Trace
TI Stellaris
Mu-Link

PE micro
ST-LINK
Third-Party Driver
TI MSP-FET
TI XDS

)4 | | Caticel

Linker file i) 3 &5

define memory mem with size = 4G;

/* f% Linker Common H3E FHIPA mapping X4 */
include "mapping_sbsfu.icf";
include "mapping_fwimg.icf";

define exported symbol _ ICFEDIT_intvec_start__ = _ ICFEDIT_SLOT_Active_1_start__ + 512;
/* X H 512 "5y Header size, Header size W AERE/ARIE RAAG AR, #1401 H7 i) Header size Jy 1024 */

define symbol _ ICFEDIT_region_ROM_start_ _ ICFEDIT_intvec_start__;

define symbol _ ICFEDIT_region_ROM_end__ _ ICFEDIT_SLOT_Active_1 end__ ;
define symbol _ ICFEDIT_region_RAM_start__ = _ ICFEDIT_SE_region_RAM end__ + 1;
/* RAM Hegfhbl 2 75 75 BF SE_REGION_RAM_END Z Jii Bk T- EARRTE B 5 */

/* GRGERE T AES I, FREHICN T AES 16 TN SRHIEE */
define root section aes_block_padding with alignment=32

udata8 "Force Alignment";
pad_to 32;
¥

place in ROM_region { readonly, last section aes_block_padding };

2.4.2. KEIL

JE 6 N AT REAE FH B4 ) memory layout HEAT8E4E, 1M 4E i SBSFU IR 75 45 &
linker SC2F, il 5 -4,
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5. KEIL TREH I8 2 @M scatter table SUfF
Device I Target I Output I Listing I User I C;’CHI Asm Linker I Debug I Liilties I
| r Use Memaory Layout from Target Dialgg £/ Base: I
[~ Make RW Sections Position Independent R/O Base: Imﬂw
[~ Make RO Sections Position Independent RAW Base I{b:ZDDDDDDD

[~ Dont Search Standard Libraries

¥ Report ‘might fail' Conditions as Erors disable Wamings: I

Scat_'FtiE o) | e |

Misc
controls
Linker |-cpu Cortex-M7fp.dp "o ~
control  |-ibrary_type=microlib —strict ~scatter " \App sct”
string W

oK I Cancel Defaults Help

Scatter table C{F7 1l

/* TEIEFIME Linker common SUAFMIE R EEE, MRIGbRIERS */
#! armcc -E -I.\

H 3k 3k 3k ok ok ok sk ok ok ok ok ok ok ok ok ok sk ok sk ok ok sk ok ok ok ok ok ok sk ok ok ok ok ok ok ok ok sk ok ok 3k ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok k ok

; *** Scatter-Loading Description File generated by uVision ***
H 3k 3k 3k 3k >k 5k 3k 3k >k 3k 3k 5k 3k 3k >k 3k 5k >k 5k 3k 3k 3k >k 5k >k 3k 3k 3k 3k >k >k >k 3k 3k 3k %k >k >k 5k 3k 3k 3k >k >k 5k >k 3k %k %k >k >k >k %k %k %k %k k >k >k k k

/* A% Linker Common Hit TR mapping A, X EEAXTAITH -1 fE€ FIRKE */
#include "..\..\Linker_Common\MDK-ARM\mapping_sbsfu.h"
#include "..\..\Linker_Common\MDK-ARM\mapping_ fwimg.h"

/* X HE RGN Active Slot FFUfiHilil+Header size, header /MRS FTIES H B S AE AT REARIE */
LR_IROM1 SLOT_ACTIVE_1_START + 0©x200 { ; load region size_region
vector_start (SLOT_ACTIVE_1_START + ©x200 ) FIXED VECTOR_SIZE {
*.0 (RESET, +First)
b
ROM_region +0 {
*(InRoot$$Sections)
.ANY (+RO)
LANY (+X0)

}

/* RAM region iR afill & 75 7 ZM{E SE_REGION_RAM_END 2 Ji thHR T Fiik Mcu BL 5 */
SB_RAM_region (SE_REGION_RAM END + 1) {
.ANY (STACK)
.ANY (HEAP)
.ANY (+RW +ZI)
h
b

/* WUERMERE T AES INE, WHEBIINCA T AES 16 NI, 1X B 5| HIFIH) ALIGNTOAESBLOCK & 1L
startup_stm32xxx.s H1, */
LR_ROM1(+0) ALIGN(32) {
ForAlignment +0 {
startup_stm32xxx.o0 (ALIGNTOAESBLOCK,+Last)

i
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PLH7 A, 378 16 5% 5535 70 5 FH I startup_stm32xxx.s H AR a1 R~

;*******************************************************************************

; Element for aligning the Firmware binary size on the AES block size (16 bytes)
; and H7 flash writing unit (32 bytes)
;*******************************************************************************
AREA ALIGNTOAESBLOCK, DATA, READONLY, MERGE=1, STRINGS
DCB "0123456789ABCDEF0123456789ABCDE", 0

END

2.4.3. CubelDE

£ TR FR M Linker_Common A 2= 842, WK 6 Fis
6. CubeIDE T2H N Linker #&KZE

[T Properties for STM32H745Z]_Nucleo O >
|typefi|tertext | Settings =l =R 4 §
» Resource -
Builders 3 Tool Settings A Build Steps Build Artifact Binary Parsers @ Error Parsers )
w Z/C++ Build @ 1ICU Toolchai - -
Build Variables aolchain Other flags £ o 8 52

(E2 MCU Settings
(22 MCU Post build outputs
w B3 MCU GCC Assembler
(22 General
@ Debugging
(E2 Preprocessor
@ Include paths
(22 Miscellaneous
~ B3 MCU GCC Compiler
(22 General
(22 Debugging
@ Preprocessor
(2 Include paths
(22 Optimization
(2 Warnings

Environment
Logging
Settings
Teol Chain Editor
» C/C++ General
Project Matures

-Klinker -L .

Project References
Run/Debug Settings

Additional object files L EFAR=RAE

w B MCU GCC Linker
(22 General
@ Libraries
(22 Miscellaneous

@ I.Applyand Closel | Cancel

Linker SCAF 1 3 B 24

/* f% Linker Common HZ N4 mapping (Il */
INCLUDE mapping_fwimg.1ld
INCLUDE mapping_sbsfu.ld

/* R4E mapping 5 M vector table #Rififhlil. ROM 4G HbIEI /N, RAM HEUGHEE KN 5E L */

_ ICFEDIT_intvec_start__ = _ ICFEDIT_SLOT_Active_1_start__ + 0Xx200;

/* [AFEheader K/ EEARYE SL Rk B B S */

APPLI_region_ROM_start = _ ICFEDIT_SLOT_Active_1_start__ + VECTOR_SIZE + ©x200;
APPLI_region_ROM_length = _ ICFEDIT_SLOT_Active_1_CM7_end__ - APPLI_region_ROM_start + 1;
APPLI_region_RAM_ start = _ ICFEDIT_SE_region_RAM_end__ + 1;

APPLI_region_RAM_length = 0x20020000 - _ ICFEDIT_SE_region_RAM_end__ - 1;
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MEMORY

{
ISR_VECTOR (rx) : ORIGIN = _ ICFEDIT_intvec_start_ , LENGTH = VECTOR_SIZE
FLASH : ORIGIN = APPLI_region_ROM_start, LENGTH = APPLI_region_ROM_length
RAM : ORIGIN = APPLI_region_RAM_start, LENGTH = APPLI_region_RAM_length

}...

SECTIONS
{
/* {EEvector tablefJfiiE */
.isr_vector :
{
. = ALIGN(8);
KEEP(*(.isr_vector)) /* Startup code */
FILL(Q);
. = ORIGIN(ISR_VECTOR) + LENGTH(ISR_VECTOR) - 1;
BYTE(Q)
. = ALIGN(8);
} >ISR_VECTOR

/* JAl section A LILHRIEE 2 X, X Tk T AES INEFHING L, TR IATE I */

.align32 :

{

.+ 1;

5 ALIGN(32) - 1;
BYTE(9);

} > FLASH

3. R A [ 1 ) 28 4% I 16

3.1. MWRIEPTIEFER Crypto 5 R4 OEM B C %4

SBSFU R34 FEA MK, —A & ECCEH (WEARYX) , T ECDSA
ZELRNIRZE; —Ae AES B CMimfgs 25 , FT N EA: binary (1N
%o AES BN @RISCHE, KN 16 0, F PR BLE AR RCE I k| SO
ECC %4 N PEM #%30, I LT 24l openssl [ PC i 1. B AE il ECC LA

SBSFU ¥t it 7 () prepareimage T. B, " LVER S EH MY, %1 AN
T Middlewares\ST\STM32_Secure_Engine\Utilities\KeysAndimages\H %, £ PC &
445 Python . E., #]LLE (¥ ] prepareimage.py, %7 python ta] LA win 7 H 3%
N prepareimage.exe. prepareimage 4= BB iy 4 FliEN

prepareimage keygen -k %keyfile% -t %keytype%

Hodr keyfile /24 RIS 0, keytype f& %5255, T DL ecdsa-p256, aes-
gcm, aes-cbc, aes-ctr ] —Ff.

PUR R LA A s 9 (i 2 1 9]
o /LR ECDSA %4 I ECC %4
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prepareimage keygen -k ecdsa-p256.key -t ecdsa-p256
A= B ECC B A T AR SCAR I 7 N B BN 2, Bl

————— BEGIN EC PRIVATE KEY-----
MHCCAQEEIJLr5GK7SE8iahQEdv8KHA9zbONOGSYjMFQ5XIMy15PTOAOGCCQGSM49
AWEHOUQDQQAE jzZ694RACGHLM397zXXMzd71ptdyhxz5naGduuF11ibmp/Q6QzwLw
aswITX0039tGaTGG3tsyyrLLCSbAy3rcug==

————— END EC PRIVATE KEY-----

e L AES GCM *#4H
prepareimage keygen -k AES_GCM.key -t aes-gcm
AR AES SR LB xxd 2 L A AEH 16 #EHI %, Bl
$ xxd -g 1 AES_GCM.key
00000000: 5e e8 60 21 7f 3b 89 78 f8 a0 fd 40 06 5a 11 af A. !.;.x...Q@.zZ..

A DIE G 4% E a4 3 bin, Hein AES_GCM.bin, #i%] STM32CubeProgramer [f]
Memory & File edition & & &

== Memory & File edition

Device memory | Open file [FAESIGEM yIO1:6in "

*' Address 0x0 ¥ | Size 0x10 Data width Find Data 0x
-d!!.
Address 0 1 2 3 4 = 6 7 8 9 A B C D| E F ASCI
0x00000000 7C F6 D5 5A 63 6F S5F OF E7 82 12 7B DA 28 83 72 |00zco_.c..{0(.r

e ‘L AES CBC 5 AES CTR %% (S ff4 T E A & AES_CBC/AES_CTR FfFH)

Prepareimage keygen -k AES_CBC.key -t aes-cbc

Prepareimage keygen -k AES_CTR.key -t aes-ctr
EHNFMEE S AES GCM #4125, XEAHES,

W Akt ) 5 T2 A R AR A I 8 1 Crrypto J7 R uE 1), lanike# R il ECC %54, A
%, WA RTFEARK ECCHHART]; Wik AES GCM Jr A FIRH %4, Ha R
a2 AES GCM #4H, ECC HIHAT % Wik ECDSA %44 +AES CBC & i
T3, WA FFEAE R ECC Ml AES CBC W% EH . A i S H¥-2 T 5 2R 1 B
Binary 254 . % . FIAbEE.

3.2. MHEFEHLIAZE

24 JE B 5 B S R [ AR AT ARG, DRI Flash AR 1 R [ A B il 2 — A
Bk, FRIRMMI AT R EAE R, FlnEg RN, RA, S8R, Bk
(1) N 2 AR A BT IE B 1Y) Crypto 77 ZBSA AN, £ 1451 7 SBSFU 5 52l LR ANF]
Crypto 77 A0 & 1 [ 1k R 4579, 7F se_def_metadata.h U4 AT & F 41052 X

1. BEREHAAE
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K/ (byte)
Hd ECDSA %4 ECDSA %% | AES GCM | iH
+AES CBC IN% | I Tag+N#
Magic number,Ht4
SFUMagic 4 3ct1 ve s'Iot. 15
SFUl”, active slot
2 N“SFU2”, DL
Protocalversion 2 HAFH
Fwversion 2 [E]48 R A
FWSize 4 A IG AT T R /N2 15 4
PartialFwoffset 4 BB THRIT I [ A 2=
PartialFwSize 4 BB T+ LR 1 [ 4K
FwTag 32 (SHA256 HASH) 16Ta(gG)CM [ ff Hash 5t Tag
: 16 (Gcm HB o T [ £ Hash BY
PartialFwTag 32 (SHA256 HASH) Tag) Tag
Nonce 0 CEukmm) 12 AES GCM ff] Nonce
Initvector 16 0 (Clukan) AES CBC ] IV
{REE B, {15 Header M
Reserved 28 44 112 Sk signature FE (f3
B MBI 192 FY
16 (AES [k 25 4, BBEAI TN
HeaderSignature 64 (ECDSA %4) GCM Tag) SLFF 4T Reserved FB
g (EAm )

ERAS, A4 INAVLID,
VALID, VALID_ALL,
SELFTEST, NEW Z&JLFtk
PN

BN

FwImageState 3x32

AT — AN RAS I [ Sk R 4
REETHRAFE PG, 2l
I B B AT — AR
%, XA 7 B T 0
W2 B HIEF 2 10
Active Slot HfhA

PrevHeaderFingerprint 32

RS T IERRIE MG R, 2a 8 st 24 fe 08 s Dh ot B B F2 7 [E Rk T A%
5, SEME ARSI Bk IS BOnE . S FTR%EE, AT i ESERIX
— Z5$4E, SBSFU & sl ih# it 747 T LUK postbuild JHIA, # Bl ¢ il 4 3k 1)
A A %

3.3. {#F] postbuild i

3.3.1. Postbuild 4[5k U5

X-CUBE-SBSFU ¥ i tit 7 AR F %4 . . fTarNZS%, 88—
) TR AR A build action DL postbuild 4. Postbuild f#IAK 5 T
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TR S (1) post build action 2:1i## Crypto 77 ik
M UANBIAS A= B B 241 postbuild.bat/sh.

SECBOOT AES128 GCM_AES128 GCM AES128 GCM.bat .
SECBOOT_ECCDSA_WITH_AES128 CBC_SHA256.bat — postbuild.sh

SECBOOT_ECCDSA_WITHOUT_ENCRYPT_SHA256.bat

se_crypto_config.h H1f]
SECBOOT_CRYPTO_SCHEME & X

3.3.2. fEN A LR H 8 postbuild 1A

postbuid 14 AT ELA windows command & HF-3hia17, 0] DL Gw B as 48 ot K3
B B3R H postbuild A . A [F14% B4 (1) build action 1 postbuild 4% A 77 AR

IAR:
i post-build command line i H postbuild A, 41E 7 Fix.

cmd /C "cmd /C $PROJ_DIR$\..\..\2_Images_SECoreBin\EWARM\PostBuild.bat "$PROJ_DIR$"
"$TARGET _PATH$" "$PROJ_DIR$\UserApp.bin" 1 1"

&7 IAR T2 A postbuild 74

Options for node "Project” X

Categony:

General Options

Static Analysis

Runtime Chedking
C/C++ Compiler

Assembler ) o
Qutput Converter Pre-build command line:

Custom Build | “:I
Post-build command line:
Linker = =
Debugger — —
Simulator
CADI
CMSIS DAF
GDE Server
I4et
J-Link/J-Trace
TI Stellaris
Mu-Link
PE micro
ST-LIMKE
Third-Party Driver
TIL MSP-FET
TLXDS

Build Actions Configuration

Ok, I | Cancel
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KEIL:
i id User After Build/Reuild 1% &% 5014 A postbuild 4, Wil 8 fis.
HARSE— PR 2 M elf ZE % binary, 55 MBI Z A postbuild JEIAS, 41 21:

cmd /C "cmd /C $PROJ_DIR$\..\..\2_Images_SECoreBin\EWARM\PostBuild.bat "$PROJ_DIR$"
"$TARGET _PATH$" "$PROJ_DIR$\UserApp.bin" 1 1"

8. KEIL TH2{ M postbuild 4
E Options for Target 'STM32WB33RG_Mucleo_2_Images_UserApp’ X

Device | Targe‘tl Outputl Listing User |Cf’Ci+| Asm | Linker | Debug | Litilties I

Command ltems User Command w  Stop on Exi.. 5.
E1-Before Compile C/C++ File
] Run# =] Mot Specified [~
(23| Mot Specified ||
(23] Mot Specified [
: (23| Mot Specified [
E A Doyl Dol gl
¥ Run#1 fromelf #L --bincombined --output=5.% \@L.bin |[] 3] Mot Specified |
ord - A2 Images SECoreBin\MDK-ARM\postbuild... @ Mot Specified |_

[~ Run 'Mter-Build' Condttionally
¥ Beep When Complete [ Start Debugging

QK I Cancel Defaults Help

CubelDE:
it post-build command line ¥ postbuild 4, #n& 9 fixs.
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9. CubeIDE T2 postbuild B4
[T Properties for STM32WB55RG_Muclen_2_Images_UserApp O X
| type filter text Settings =it = §
» Resource
A
Builders
v C/C++ Build Configuration: |Debug [ Active] V| | Manage Configurations... |
Build Variables
Envirenment
Logging &) Tool Settings  Build Steps Build Artifact Binary Parsers @ Error Parsers
Settings )
» C/C++ General Pre-build steps
CMSIS-SVD Settings Command:
Project References | ~ |

Run/Debug Setti
un/Debug 1ngs Description:

| ™ |

Post-build steps

@ |Applyand Closel | Cancel |

HrA 1) post-build steps i &G & JLA8E, B4EM elf 2E 5% binary, 1 postbuid
A, 140

arm-none-eabi-objcopy -0 binary "${BuildArtifactFileBaseName}.elf"
"../../${BuildArtifactFileBaseName}.bin" &&

arm-none-eabi-size "${BuildArtifactFileName}" &&
"../../../../2_Images_SECoreBin/STM32CubeIDE/postbuild.sh" "../.."
"./${BuildArtifactFileBaseName}.elf" "../../${BuildArtifactFileBaseName}.bin" "1" "1"

3.3.3. postbuild A i) 2 HF 1 H

postbuild JAIAIE H 7 2 5 M A S
o 1. NATFEHZE,
o XT IARKEIL kgt & T CAFFTEH 3, i xxx\EWARM,  xxx\MDK-
ARM
o X T CubelDE K i#t, #t 2 LHREXH£HXK E—%HX%x, #lu
xxxX\STM32CubelDE
o 2. NF TG EFEARN elf XM, S5 BEA+ 4
o 3. NP TAESwEFARIN binary SCIF, WAEEEHRE+ IS
o ZH 4. NHMEMF ID, 1EE N
o ¥ 5. NABEMHIRA, BE COUNAARE 16bit fE R~ HIEED
postbuild Hit2x 3| SBSFU. PL A Middleware H 5% At — L6 5C
fF, BIARSUEE—NS50 N TREES 9 IEsaE vz, FREFXT A T L
ANHFRSCE, FEW R
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o PN R At S (userAppBinary) [FH 3: B4
N %projectdir%\..\Binary\

o ZnEmAM M Key FT7ER H 3%: B4 N %projectdir%\..\..\xxx_SECoreBin\Binary

e SBSFU L elf Stf: B4 N%projectdir®\. . \..\2_Images_SBSFU\ H & %f N IDE
H 3% T 1 elf fi i SCpF

e prepareimage T HfT{EHsx%: prepareimage /2 H IE5E R4, &, ITHRATHE, Gk
BERAT
N %projectdir®\..\..\..\..\..\..\Middlewares\ST\STM32_Secure_Engine\Utiliti
es\KeysAndImages\

e 2% Appbinary C(HEW 7D « A T3 T I A WA L K partial F &, A
N %projectdir%\RefUserApp.bin

HE R 0L, postbuild BIAE B 1 H sk 4519184 X-CUBE-SBSFU H{Ft0H 1) H %45

1, QRN AR TRIFH B —F5 SBSFU (Al LA TREAE R — N H
T, ENATEPHHERZERS NHEFEIRAE, 84X postbuild JAIA A
—EREEARIET LAE, TR AR LR B AR, A ORAE BRI o IR 5 L R T 32
B EEAR

3.4. BITWEHE

I E N R © 2 2 K WA Crypto 5 S8R MR IDE fITS R, A E 4
i1 F X-CUBE-SBSFU &% # - 45 (IR RE I b A R VG I A, P e anTbla O
—ANFE [ E A BB TR S A . MTE A ) postbuild JAIAZRAL,  BIWTDAZE RS H TAE thE
P FHIAS, AT LLTE console & L Fa1ia T A,

JEIAS b ) S B 2 B2 IE AT prepareimage L EHIdr 4, BRJIANEL . . 1710
A, AR AT T B R85 SCF . 1817 prepareiamge -h i 4 1] LA H % T 5 S 7
B i & 2 8

IR = o
prepareimage -h
usage: prepareimage [-h]
{keygen, trans,getpub,sign,sha256,conf,extract,enc,header,pack,diff,merge,mergev2,appe
nd,inject}
positional arguments:
{keygen, trans, getpub,sign,sha256,conf,extract,enc,header,pack,diff,merge,mergev2,appe
nd,inject}
subcommand help

keygen Generate pub/private keypair

trans translate key to execute only code

getpub Get public key from keypair

sign Sign an image with a private key

sha256 hash a file with sha256

conf get crypto config from .h file

extract get value definition from text file

enc encrypt an image with a private key

header build installed header file and compute mac according

to provided key
pack build header file and compute mac according to key
provided
diff compute differences between 2 binary files
merge merge elf appli , install header and sbsfu.elf in a
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contiguous binary

mergev2 merge elf files and binaries in a contiguous binary

append append elf appli and install header to an existing
binary

inject inject key to KMS embedded keys code

optional arguments:
-h, --help show this help message and exit

BT SRR 12540/ 42 postbuild A1 A 1 F 1) )14 prepareimage 5 A fir & 4k .

enc 4 F X34\ binary SCEFEAT AES %
% prepareiamge enc <iEIii> < AW 125 binary> <ffi Hi N % 5 binary>
IS -k AES I 3CAF

-i IV fE (HF AES CBC)
-n nonce Xt (T AES GCM)
-a address (T AES CTR # == OTFDEC {# FH 1% )

syl prepareimage enc -k %aeskey% -i %iv¥% %bin% %binenc%

sha256 74 | H T4 1k sha256 hash

FH 2 prepareiamge sha256 < \ SCF> <fiy i SC>
I Z L g
Vil prepareimage sha256 %bin% %binsha%

sign 4 FF- X\ binary SCHFRE(T25 44 24E i 2 448X tag SO

% prepareiamge sign <& Ii> < A\ binary> <% th %544 5l tag binary>
RIS -k ECDSA %4 FH ] ECC key X853 AES GCM %54 L1

-n nonce . (JIF AES GCM 4: 1 tag KI5 )
syl prepareimage sign -k %ecckey% %bin% %bintag¥%

pack i 4 T 724 binary &4 f 43k, FE4T A4 T2 1 .sfb SO

FE prepareiamge pack <iEIji> <#ith.sfb 0>
IS H -m [E 43k magic number, 5 SBSFU A4 144 2 ) magic number i

N, #H N SFU1

-k A (L ECDSA %4, NN ECC %4, Wik AES-
GCM tag, I’ AES-GCM %4H)

-n nonce Xff (AT AES GCM)

-V St (AT AES CBC & i)

-t hash 5% tag 0fF (W& ECDSA %544, Iy sha256 4t 1)
4, W E AES-GCM tag, NIA sign i &%t (1) tag S0

-r [EAE SR B F BN OISR erypto BN, 3 ULIE Ak 156 340D
-f Y LTI binary U Cln SR N, NN JE L App binary ¢
MRS AN, W ET—AN 02 20 3R pyd t S

-v [EH R A

-p PhSURRAS, B 1

-0 [k 1 App binary 2 [A] RS &, HE N 512 775

-e elf 584, HE N1
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FANE JIASFI certificate #H < r13E 0 R A 1 ] STSAFE-A110 FIfiC & )
AR, G JLNEIR A T B A G TR B A B, Bk
i B B W

il ECDSA %4 +AES CBC Il

prepareimage pack -m SFU1l -k %ecckey% -r 28 -v 1 -i %iv% -o 512 -
f %binenc% -t %binsha% %binsfb%

AES GCM tag + il

prepareimage pack -m SFUl1 -k %aesgcmkey% -r 112 -v1 -0 512
-n %nonce% -f %binenc% -t %bintag¥% %binsfb%

ECDSA %4 L hn

prepareimage pack -m SFUl -k %ecckey% -r 44 -v 1 -o 512 -f %bin% -
t %binsha% %binsfb%

header it % | FlT A fF3k, Ak 3cft, wTHT2E R secureboot+app ) 5E

¥ binary
FH% prepareiamge header <it&Iji> <fith header 3>
IS 5 pack i 2 SH—
AN 5 pack fin & HiE—2, H2%it N header binary SC{4:

prepareimage pack -m SFU1l -k %ecckey% -r 28 -v 1 -i %iv% -o 512 -
f %binenc¥% -t %binsha% %headerbin%

merge 14 | FH T FE{ES, SecureBoot F1 App & — binary S

FH prepareiamge merge <iEWi> <#iH & A binary 44>
RIS -i header i 2% tH 1] header S ff

-s SBSFU elf 314

-u N FHFEFP elf STk

-v padding 7 )7 EH, H& N OXFF

-e elf XA, FE N1

-x header Huti:, FT header 5[l b A E LA (AT iE)
-p 378 App binary f5 i AN (i)

- loader elf X ff CanRA M7 1) loader) (A ik)

T~ prepareimage merge -v 0 -i %headerbin% -s %sbsfuelf% -
u %appelf% %singlebin%

A PL%s S E S postbuild JiIAS, k20 &8 F JLAS prepareimage T EHI5 4,
SERON R FPEE A4 s TR R
JUAN ML Crypto J7 2% M. 75 i ] prepareimage T EL i 2 A 384~
o ECDSAZ%:4+AES CBC I

o2 MEELD) ke LN s
1 %I App binary fin# enc App binary App % J5 1) binary
2 2 1% App binary K sha256 | App binary App binary ] HASH
hash
3 R IATOART S | pack | App IN# 5 1) App XV [1).sfb F+4%
[£).sfb S binary A, AL E LA L
App binary ff] [ 42
HASH
4 A R E 3k binary header | App JIl% 5 1) App %4 ) Bk
binary
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App binary 1]
HASH
5 AL Secure merge | [Ef3%, App elf, 52¥ binary, &%
Boot, [#lffkF1 App SBSFU elf 253 App, HT
fK]— binary B H%5EN Flash i217
o ECDSA%%4, T
IR | BN ke HIA it
1 A 1% App binary 1] sha256 | App binary App binary ) HASH
hash
2 B IHTUERTTZ A | pack | App binary App XfRif.sfb T+
ffy.sfbo S /:;?fs t;Iinary ff] S, A Sk AN £
3 Az -2k binary header | App binary App 4 A 1k
App binary 1]
HASH
4 Bt 2 Secure merge | [E1F3k, App elf, 5E% binary, &%
Boot, [#kFH App SBSFU elf 238 App, AT
f\]—4> binary HAEREN Flash iz 47
e AES GCM /% +tag £ A% 4
S| B e LN it
1 Xt App binary i enc App binary App % 5 1) binary
2 i App binary f] Tag | sign App binary App binary ff] AES
GCM Tag
3 BT AT | pack App % 5 i) App X [1).sfb T+2%
[17.sfb LA binary A, AL S AN S
App binary [{] tag [f] 44
4 HE K E 3k binary header | App Jin% i ) App %4 R Bk
binary
App binary {] tag
5 AEREL & Secure merge | [E1fk, App elf, 2% binary, W& %
Boot, [il{kF1 App SBSFU elf 2 JAFA App, AT
f\]—~ binary BB Flash iztr
R

T pack T4 E k) Header+App [¥).sfb T+2% 3014 5 header+merge fiir 225 i i)
SecureBoot+Header+App {].bin [X 5] 1.3 2.

K2. .sfb F+& B 5.bin 5TEF3) binary KA & X 5

sfb (B4 SBSFU KEGHLHIK) | .bin (2243 5h+M R S+ N 2
o FFE P T+ £ binary) FEHIPEE binary)

Hi& i UART #2208 SBSFU | i@t pesk2s HiE 5 N Flash, H
¥ UserApp 7~ TREH 1 Ja v s, S waERsibl Kk
Loader {171 2% HEIGAIE R B FH FE P

SecureBoot NG AL

Header H A FWState ZE bR EN A | HA 1 FWState = Bibr & N LT
FERIRE N NEW RAH Valid
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82 [ IR iE ) Crypto 77 B2 T & %HiIERE T AES CBC/GCM il
AES CBC/GCM finz, MR fF | s, 3 5L A AR AR
binary #87) JyhnE Ja e SC | BISCE A, W UE ST
B A A At dT

4. [EPFTHR DI RERIER BY

WS PR T RSB NEE A X-Cube-SBSFU H sl i1 22 4% 5 2h Rl 2 A BB 7 8.
B4 N PR PP AT LIRS I B 5 5 S BT 22 4 R S B E T BROA [ R 1) B R mT
CAE N FIRE R e i, T 58 I TGS F2IE 75 2 SecureBoot U421, RN B A
JSL AR 7 [ AR B i S5 AR (E SecureBoot ARG 5E . THRRBUS FE U 10 By

ZN
A 10. ML T EFTRA AT ZETH R HRE

RGN )

LA AEIIE

Swap X 71 & BLHT
PR A [ 13 2

LRI

=

TR REHIRA, 5IARA
App W1 IHEAT R TR swap X

b e
y

BRI I B App $AT

H AL EE

App FHGFT A 2|
Download X

v
TE I E App K E A

SAEHE AN Swan X

v
App ik Z A1
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RHEAMAHEER, MR BN, TRARMENME, 55— 2
THJE B RRAS [ 0] BE i 2SN AR AL B AR

41. EINHERF TR

TEHTTH 9T Flash #1(1) memory A7 & (1) A FRAIFE B, XSG =0 & A AR
FMSRIX S, —N R Active 1 ZhIX, AR URTIZ AT N R e X g —"1 R
Download F#IX, IXANX & T+ F2 o 408 FH R 87 RBOAR [ 14 s A T 1) IX el 3
WA TC 18 2 AR B ARIS HRgi AT (1) S B8 2 SN AR R R 2, 1 B0 A7 T30 k#2623
JRAE N ERIX o A Ui S RS 75 2 AN T 30X AR A bk AR /N e X AME BAE R E X
A memory A & I C 4, Bl SBSFU L2 mapping_fwimg.x 3215 XK
Download Slot, [ 2P a] UARYEIX A memory A7 J5 315 Nt hk A ME B . Bk,
LAz SBSFU 715 UserApp H' SFU_APP_GetDownloadArealnfo() e%5 15220

WA [ 2. sfo SCIF, SCPFELE RIS AE R IR 7Y, 2 N HIRR R 2 ik 1 Bl
AEFORrA BRI TS, FHEREE LN AT A Swap KX, Itk RGE AL,
£ Az idRE T, SecureBoot fRDRHA I BT A S5 15 A FIIRAS, 58 A B2
AT s, WK 9 R GHER App HI TR

4.2. BAEFRRAE R

B (3.2 %) PER T E ML (Header) HUE45HIAI A ZHIES Sy, Fed 1425
Header 45—~ Fwimagestate F B¢, 1%FBH TAr & U ETHIHIRES . Wik SBSFU
TRRE T AR, HEgwmiFik it 5E T ENABLE_IMAGE_STATE_HANDLING, 5 [ 56
RN 4 JA B R TR A 2 F BIX AR PR . B N2 B AR 7 40T NEW IR
B, TP RUE S — RS2 i SELF_TESTARAS, N HFERE [ 14 55 — as AT (i 75
H OB RSB SR VALID, &0 R a3 % SecureBoot 2317 Rollback #:4E, [A]
BEZAT—AA. B 11 A TAREE IR E,

E11. B RS e e

BUR AT FRIREB  RMRUKB B WAENAB B VSR B
Active Slot .
Active Slot Active Slot Active Slot A B Ac;%v;; IS3|°t
s A A A A B SecureBoot ¥ .
ik UABID | | ik VADB | | kds NEW Rt ipaz i PR
* SELF TEST 0y S
D |
Download O‘g'ln ?ad Download Download Download
Slot ° Slot Slot Slot
A B
% WA A MA A B A< A
RZE NEW
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U ETBAT N IR A, BRI ARA B, 4R A SERGHTIRA B 1 il £
T#H, Active Slot N A A, Download Slot A4 B, A B ARE A
NEW. filk BAi)5, SecureBoot A4 4k 4L ¢ B 22 71 2 #1F, #4 Active Slot 5
Download Slot 255 #:, IR Active Slot F1 4R A B, k4N NEW, Download Slot
HRRA A FHXEAIE, SecureBoot 2455 Active Slot H A B, K4 5
SecureBoot 22 B [fIRAS4E N SELF_TEST, RGBkEERMA B $147. Bizfr&ER2Z G, &
B A RIRAS B VALID. iR A B 25— s T i3 A2 R A B SR ERIRSIE SO
VALID, 4R ENI)G, SecureBoot 24l %] Active Slot H1 Ik A B FRAIE NEW
3F VALID, MI<#47 ROLLBACK #:4E, [FLEEIRA A, Ft, XFHMEN T, NAHET R
A B it F v B H SRS VALID [ARRS o SxX AN A 14 H B2 0 R TR P i AR AN
UL R IEE RS, T H R IEHIE1T, WERECDN TR R A B %A Bei% 1R 1817 B5 0
] R ZS 9 VALID XA, 84X A RASKE BN R TGV IR R 124T, N IRUa B i i
SecureBoot £ H #h [5118 2 5T — M REAL IS 4T I RRAS

NIRRT i B Active Slot [ R A 75 24381 SecureEngine B 1R 5E M, A5

AEIUR,  [R N AR R R ARk B SBSFU L2 4 se_interface_app.o,
TS IR RSO ) BAARITIEAEA [ 9 2% IDE T ANRAHIR], X BEAEGR.

#include "se_interface_application.h”

SE_StatusTypeDef se_Status
SE_FwStateTypeDef fw_state

= SE_KO;

= FWIMG_STATE_INVALID;
SE_APP_GetActiveFwState(&se_Status, SLOT_ACTIVE_1, &fw_state);
if (fw_state == FWIMG _STATE_SELFTEST )

{
se_retCode = SE_APP_ValidateFw(&se_Status, SLOT_ACTIVE_1);
}

5. HoAthyF = I

51. XT IWDG

45 SBSFU L& 15 X 7 SFU_IWDG_PROTECT_ENABLE i%&Ti, 4 IWDG N HFEF
B WM G AL X R AR AS WRITE_REG(IWDG->KR, IWDG_KEY_RELOAD);) , 75
22 HIWDG M il &k RGEE

5.2. XTIAR

SBSFU %4 J5 8275 SLULh Sk >l Re 2 ML e, RO 248 3h A
BRI S P AT IR, T e 2z AP (A8 8 AT B2 TRy SR R 3, 340
#define SFU_WRP_PROTECT ENABLE : S{£J", [jil: SecureBoot X # 4 '5
#define SFU_RDP_PROTECT ENABLE : PEfad, B L1 1510
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#define SFU_PCROP_PROTECT_ENABLE : FAGfCHLLRYT, [y 1258 X Ml i RN o 5
#define SFU_DAP_PROTECT ENABLE : fidim I{fy", JE3h/E28 iR

#define SFU_IWDG_PROTECT_ENABLE: IWDG f&#*, SecureBoot I UserApp 75 & HM
My, DUARIEH AT

FEIF R BG T J7 R, 8 AT UL RS BB T LA7 E A app_sfu.h Ff i
Refsl, AN ERBOT KRS RRE, TR E 3, ERERIURY .
FEN 5 % 4R 3 SBSFU £ FE i A rl REH BLTCVL IR H R 3l (ELln App 96k

R B R A N TGV IR R B T 4R0L, 1T SecureBoot A &
SBSFU P/ TAZ R, B ) SEFRERAE AR AE

TAEH,

Al
V=2 iSVAS B

SecureBoot f H4— A2, R RA M. X $ 44 1AR 53 CubelDE &
T2, Ian] LUs S & & L HRECS LA LFE, tbin SECoreBin, SBSFU Al
App LH2E. B 12 M1 13 45 T W ic & IDE #H17 2 TAREBCH 1] o

Options for node "Project”

Categony:

& 12. IAR % TREBERE

General Options
Static Analysis
Runtime Chedking
C/C++ Compiler
Assembler
Qutput Converter
Custom Build
Build Actions
Linker
Simulataor
CaDI
CMEIS DAP
GDB Server
et
Jinkf3-Trace
T1 Stellaris
Mu-Link
PE micro
STLINK
Third-Party Driver
TI MSP-FET
TI DS

Factony Settings

Setup  Download Images  Multicore Extra Options  Plugins

[ Download extra image )
Path: [(M32H755Z1-Nucleo\Exe\STM32H755Z1-Nuclea.out | | .
\ Offsst: |0 | [] Debug info only y
»
(|| Download extra image N\
Path: [ M32H755ZI-Nucled\Exe'\S TM32H755Z1-Nucleo.out | | ..
Y,

|| Download extra image
Path:

582
Deb

Offzet: Debug i

info only &7,
HEH-ANLTE

KR
||

| Ok Cancel |

& 13. CubeIDE % TEEKIARE

BSFU LA, TR
er i & [ Images T N 5 %
" RERIEOHCA elf X, [FI/A)3% Debug
VA 1 SR B

1 elf, k#2830
, SEILZ TREEGA

LAT1088 - Rev 1.0 page 21/24



Lys

LAT1088

B SBSFU LT #RIA R, 7E T8

Name: [ SBSFU Debugger it & 1] Startup T H s i 75 £
Mai Deby Start 2 S C
a|n|1$t €l ugger[i a up]f:_/ ource|E ommon ﬁyl—\ﬁ\-; = Zﬁ@ﬁ Load
Initialization Commands / R, NN .
. symbols &I, 1 1A FH B Bk
er
N =
HBERB—ATIRN elf, ik 3N
W
iaE g, 3K Zglﬁﬁ*ﬁ
_— Load Image and Symbols
slication
File Build ownload Load symbols Add...
2ug_CM7 [ Debug'\SBSFU.elf [STM32H735ZI-Nucleo_2_Images_SBSFU] See Main tab a‘," ue af,‘? true
Debug\SECoreBin.elf [STM32HT755Z1-MNucleo_2_Images_SEC... @ false 3/ false w true
Debug_CM7/5TM32HT74571_Nucleo_CMT7.elf [STM32HT45Z]_... @ false false %‘? true
[ Add/Edit item ] ®
. N Move down
Project: | STM}{HTSSZI-Nucleo,Z,Imags,SECmeBln w |
Runtime Options Build configuration: y{e Active V|
Start Address
@ Default start address Program path: Debug\SECoreBin.elf |
(O Set program counter (hex):
(O Specify vector table (hex): [ Perforrg/build
[ Dowdload v
o PSP S T S IS
download offset (hex) | |
Load symbols Revert Apply
Use symbol address (hex) | |
| Debug | | Close
[ ok ]| canca |

6. /Ngs

X-CUBE-SBSFU J2 4T STM32 MCU 1% 43 Ja sh M & B S % S0, ZHRm%
STM32 %741, X-CUBE-SBSFU &% il L& 5 S H RS UL LBLER T, FELAJEND
FERIRML %, B&AER KM RGN P B LA A Z a5 N AR P T4
B N RGPURIBN N4 A SR A iRes BT DU CLE A S %, SRS O
1) 22 4 Ja Bl R 22 4 T T S

RIS T — L KAty SBSFU 23 5Bl 5% 7 B ORI N FRE 7 BEAT B2 R B 15 A
HERHEI, AFE Flash fil RAM A7 f, N SRRSO IME S, W 4= el - B a2
B, e AR BT R AT NS . A R T A B, A e 78 S AR o B
PETH A J e — ey A

AR =R, A TK 4k 417184 9 X-CUBE-SBSFU M\ —A4> STM32 fifi {47 &
T F 7 —A STM32 HifFF & 15 B
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e EPEN
L, kS &0, e K]
S

i

KA H 3

Expansion Package

UM2262 Getting started with the X-CUBE-SBSFU STM32Cube Rev9 June 2021
Expansion Package
AN5056 Integration guide for the X-CUBE-SBSFU STM32Cube | Rev7 July 2021
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R i 52

2021411 H 20 H 1.0 ERRK AR

HEAM - HFAE

BEERUARMET AR (ST REFERXT ST 7 A/ SUASCRIAT AR BN, A AT . SKOTAEAT BRZ WSRO T ST 7™ b
MIEHTE R . ST 7 MBS BT B A AR SC ST # 8 20.

SKTTEATHIIR ST Pt W FERER], ST MEAKIE S BT B B K T7 77 b B M SR AT 53 4E
ST AXHEATEIR BUHAT AT HI 7R BB R B A BV AT
AR ST =i A AR T ReAR SR BLME BIIHLE, A5 280 ST #FXT%™ i T IR FAE R K

ST il ST #ihz2 ST Mk, & ST BilsMEL(EE, 1HS% www.st.com/trademarks. Fith HAt= i B8R % 4R NHE & 8 Frd & i
7o

ASCHGRE ST P EAM A BARME 5, BIECR S0, RIS 7% 7S LR s, FohNE A RIRES
ST BB —20, & LASEBRN IR IE LS /AN ST & B R AT I A B A HE . 404 5e 4 F EAUL T RIA SRS (IR, REEES) 5
B BRATTHAS A SH PR SR AN A SO A AT T B AU

ARG S BURA SR A SRR A 3 R (5
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